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University System of New Hampshire (USNH) Event Managers or departments that collect personally
identifiable information online for event registration or related purposes, where there is a reasonable
expectation that children under the age of 13 may participate, must comply with the requirements of
the Children’s Online Privacy Protection Act (COPPA). Event Managers must be familiar with and follow
the USNH COPPA Notice and the USNH Privacy Policy.

These guidelines provide operational direction for event registration and data handling and are aligned
with the USNH Privacy Policy and the USNH COPPA Notice. The USNH Privacy Policy is available at:
https://www.usnh.edu/policy/usy/viii-cybersecurity-policies-and-standards/privacy-policy.

The USNH COPPA Notice is available at: https://www.usnh.edu/policy/coppa-notice.

Business units or academic departments are responsible for ensuring that online registration forms for
USNH events comply with COPPA and University policy. If you are unsure whether your event and forms
must comply with COPPA, contact the USNH Legal Counsel.

If an event registration form requests a participant’s date of birth rather than age, the form must be
reviewed and approved in accordance with current USNH information security and privacy review
processes. Date of birth may be collected when required for legitimate business, legal, or safety
purposes, including enrollment in age-appropriate activities.

The following guidelines are to be used to construct and manage online registration forms where COPPA
applies and inform the handling of the resulting data.

e Event or program websites that collect personal information from participants under the age of
13 must provide access to the USNH COPPA Notice and the USNH Privacy Policy.

e If you do not intend to accept event registrations from children under the age of 13, it is
recommended that you include a message on your online forms to avoid collecting any such
information inadvertently.

e Data collected via the registration form should be limited to information required to register for
and safely participate in the event. Do not request or collect information which is not pertinent to
the event or to the safe conduct of the event.

e Event registration forms should request a participant’s age rather than date of birth whenever
possible. Date of birth may be collected when required for legitimate business, legal, or safety
purposes, including enrollment in age-appropriate activities, and must be handled in a manner
consistent with the USNH Privacy Policy and applicable information security practices.

e Data collected to register participants for an event should be used only for purposes related to
the administration and safe conduct of the event, except as authorized by the USNH Privacy
Policy or required by applicable law.


https://www.usnh.edu/policy/usy/viii-cybersecurity-policies-and-standards/privacy-policy

e Each Event Manager should document and use a record retention policy as required by the
USNH OLPM, Board of Trustees, Administrative Policies, Section Ill.G — Maintenance, Retention,

Disposal, and Disclosure of Records. Delete or destroy data that is no longer required for
business or legal purposes.

e Collected information must be stored in an approved university system designated for event
registration or youth program administration. Do not store information on departmental or
personally owned computers or devices.

e If collected data is maintained in hard-copy documents, those documents must be protected
from unauthorized access and stored securely. Documents that are no longer required should
be shredded, using a cross-cut type shredder before disposal.


https://www.usnh.edu/policy/bot/iii-administrative-policies/g-maintenance-retention-disposal-and-disclosure-records
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